Domain Principles

The following principles are provided to guide  in the evaluation, selection, design, construction, implementation and management of the products and services within the Enterprise Systems Management Domain.

Business Oriented Principles

Information Is an Enterprise Asset 

Information is valued as an enterprise asset, which must be shared to enhance and accelerate decision making.

Justification

· Enhances the efficiency and effectiveness of the delivery of services.

· Most information is in isolated pockets such that the value of information is not always recognized.

· Enables new enterprise-wide solutions.

· Treating the data as an enterprise asset increases its integrity and relevance of data.

Implications

· Need to develop policy pertaining to information stewardship.

· Information value must be identified, authenticated, and leveraged.

· Need to establish supporting policies for security, privacy, confidentiality and information sharing.

· Data needs to be structured for easy access and management.

Architecture Management

The planning and management of the State’s enterprise-wide technical architecture must be unified and have a planned evolution that is governed across the enterprise.

Justification

· Without a unified approach, there will be multiple, and possibly conflicting, architectures.

· Good change requires collaboration and collective planning.

· Architecture must be well thought out.

· Governance will be simplified.

Implications

· A unified approach will require a change in cultural attributes.

· Normal evolution will require prioritization and reprioritization across all IT initiatives.

· Dependencies must be maintained.

· The architecture must be continually re-examined and refreshed.

· Short-term results vs.  long term impact must be constantly considered.

· Establishing enterprise architecture takes time and involves a lot of change.  

Architecture Compliance

Architecture support and review structures shall be used to ensure that the integrity of the architecture is maintained as systems and infrastructure are acquired, developed and enhanced.

Justification

· To realize the benefits of a standards-based enterprise architecture, all information technology investments must ensure compliance with the established IT architecture.

· For maximum impact, review should begin as early in the solution planning process as possible 

· “If you are going to talk the talk, then you must be willing to walk the walk.”

Implications

· A structured project level review process will be needed to ensure that information systems comply with the IT Architecture and related standards.

· Processes incorporating the principles of this (technical) architecture must be developed for all application procurement, development, design, and management activities.

· This compliance process must allow for the introduction of new technology and standards.

· Principle should be used as evaluation criteria for purchasing as well as developing software.

Ensure Security, Confidentiality and Privacy

Systems Management systems should be implemented in adherence with all security, confidentiality and privacy policies and applicable statutes.

Justification

· Helps to safeguard confidential and proprietary information

· Helps to ensure the integrity of the information

Implications

· Need to identify, publish and keep the applicable policies current

· Need to monitor compliance to policies

· Must make the requirements for security, confidentiality and privacy clear to everyone.

· Education on issues of privacy and confidentiality must become a routine part of normal business processes.

Reduce Integration Complexity

The enterprise architecture should try to reduce integration complexity to the most feasible extent possible.

Justification

· Increases the ability of the enterprise to adapt and change.

· Reduces product and support costs

Implications

· Decreases the number of vendors, products, and configurations in the State’s environment.

· Must maintain configuration discipline.

· Will sacrifice performance and functionality in some instances.

· Will rely on components supplied by vendors.

Re-use before Buying, Buy before Building

We will consider re-use of existing applications, systems, and infrastructure before investing in new solutions.  We will use / build only those applications or systems that will provide clear business advantages and demonstrable cost savings

Justification

· Use and availability of effective packaged solutions is increasing.

· Using tested solutions reduces risks.

· Reduces the total cost of ownership.

Implications

· “The definition of “reusable” will include solutions available from other government entities (e.g., other states, federal government, etc.).

· Areas that provide clear advantages and businesses cost savings are likely to require quick adaptation.

· Must identify the areas in which the State is seeking to distinguish itself.

Integration

Systems must be designed, acquired, developed, or enhanced such that data and processes can be shared and integrated across the enterprise and with our partners.

Justification

· Increase efficiency while better serving our customers (e.g., the public, agencies, etc.).

· Redundant systems cause higher support costs.

· Ensures more accurate information, one that has a more familiar look and feel.

· Integration leads to better decision making and accountability.

Implication

· IT staff will need to consider the impacts on an enterprise wide scale when designing applications.  

· We will need new tools and training for their proper use.

· Will need a method for identifying data and processes that need integration, when integration should take place, whom should have access to the data, and cost justification for integration.

· Will need a “coordinator” that can maintain and arbitrate a common set of domain tables, data definitions, and processes across the organization.

· Over integration can lead to difficult data management and inefficient processes.

Reengineer First

New information systems will be implemented after business processes have been analyzed, simplified or otherwise redesigned as appropriate.

Justification

· Work processes will be more streamlined efficient and cost effective.

· Work processes, activities, and associated business rules will be well understood and documented.

· Reduces the total cost of ownership.

Implications

· Need to have an agreed upon business re-engineering process

· New technology will be applied in conjunction with business process review.

· Business processes must be optimized to align with business drivers.

· Additional time and resources will have to be invested in analysis early in the systems life cycle.

· Organizational change will be required to implement reengineered work processes.

Total Cost of Ownership 

Adopt a total cost of ownership model for applications and technologies which balances the costs of development, support, training, disaster recovery and retirement against the costs of flexibility, scalability, ease of use, and reduction of integration complexity.

Justification

· Leads to higher quality solutions.

· Enables improved planning and budget decision-making.

· Reduces the IT skills required for support of obsolete systems or old standards.

· Simplifies the IT environment.

Implications 

· The State budget process needs to accommodate Total Cost of Ownership of a system over a longer timeframe than current budgeting models.

· Will require looking closely at technical and user training costs especially when making platform or major software upgrades during the lifetime of the system.

· Requires designers and developers to take a systemic view.

· Need to selectively sub-optimize individual IT components.

· Need to develop a cost of ownership model.

· Need to ensure coordinated retirements of systems.

Minimize Platform Configurations

Create a small number of consistent configurations for deployment across the enterprise.
Justification

· The cost of IT personnel is increasing and the cost of hardware is decreasing rapidly, i.e., “Ride the hardware cost curve”.

· This is the most efficient approach to enterprise-wide infrastructure configuration and maintenance.

· By constantly ‘tweaking’ the performance of an individual server or desktop computer, a multitude of unique configurations is created, thus increasing support and maintenance costs.

· Standardized decisions in product selection simplifies training, learning curve and skills transfer.

Implications

· Increased initial capital investment.

· Deploy applications on uniformly configured servers (“If in doubt, use the bigger Box”).

· Plan to replace multiple, non-standard, configurations with a small number of consistent configurations.

Plan for the regular replacement of platform components to ensure the retirement of obsolete and unique configurations.

